O My|& 173 GDP(A ) 16.374
x

=
173 Qe (M Y) 15,850

n [TU 22 AlO[HEO X|34Gobal Cyberseaurity Index, GA)
L HIHIZol AfolH{ O X4 CfREol 319 KmOjA 2|LtateCt %M E wO|T
o

oL, TN LEoIN KU YHS =Y

@ & o 3 9
2017 GCI X|$ g
F & sCi &t o= Wt _
=71 =9 a3
x| =2 HAE | 7= | =X | 9 | ©Y
MlHlZ 0.314 89 ®
CHoEl= 0.782 13 ) o o () o
n ICT 28 FQ X
MY Ze] MMEEEO! ICT &E £ 2 ITU ZAF=E 17570= = oI &0 &8 AL
_ My & ot=
xl-'H'-I:C'):' A EAO <A A O
aT 'n'_"l'l aT T'.'TI
ITU ICT 2HX|Z=(IDI 2017) 2.66 142 8.84 1
B2 (Access) & 3.57 138 8.99 8
28 (Use) B2 1.76 138 8.57 3
7| & (Skills) 22 2.62 158 9.08 3
ITU 228 AO[HEQH X|~(GCl 2017) 0.314 89 0.782 13
UN MXEE X|%=(2018) 0.349 150 0.892 3

n ICT 21 FQ SA|(Y, 201749 2 71D

- MU ZE2 US4 R oS 258, AHU 0|8& SHM R2 2EFE EY

shE MulZ gh=

°n JIRIXEE ) EZE% |IRAEEE) O BESE%)
M} 291 1.83 28,035 56.1
SMeZEHIE 112 0.71 20,555 41.1
Olz&4! 15,758 99.4 61,295 1226
RIE{Ll O|BE 25.7% 92.7%
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» World Economic Forum2| The Global Information Technology Report 20160] =2 A|U|Z2|
HEQIZHXIFNR)= 342 T MA 143705 T 1069

» 20179 [TU ICT EHX|3(1DI 2017)0|A Of=2|Zt LY 1492 KX O|584! 7IUES 9942%S
=

» 2017 GCI XI—’FOH =3 Y& B7iea T Ao|H 22 gH= 7|s 87ias & U7t #E 9
e & HE27t g P, gE EUiea T I MRt o, =X S=0M =2 EUE
HtO
| el

» OlE OFZZ2|F} =7tet OREZEX|Z MUIZ L ALOIH 52 S Ato|H X7t 22 S7t
- CIAES Sot =AYZ| Rl0 8L 1=o| MOH SH2=2 7|3, (Y, 7122 & AlLE 2
£ Y1 A=HcPt Clea 54 2 2EY02] SAE Helkls FA|
- Of2{gt 5—!" ol AfOIH'I B o= 7[EHo2E BOXX|T S HIHSHH LojLts ZHIY AR
X AP| (O B2 Helat 7|2S0| =EE0 /US
- T2 BN, AlRY Fo L8E AV|Iz S8c 2 flEl 71E ® 7[ge] RS
SHE[H|AE(hacktivist) 52 7|2EE S71, AO|E OH| 52| 54 A
Lok MAIR2R 107752 2O M2 22t 2lg2 FH|, A=Y CIXEeE =71 S'E o2

MUIZOAZ FtEez X8 + U

OH

F[F

245

|

» FEESH(Data Protection Act)= MEE0 U1, 2018 5& =7t AHALQ| SAIFQI ALO|H £t
T=f(Strategie nationale de cyber securite 2022)= XH{ESIO =M OFZ 2|7t K| Lif HOH A 1 &[0
A ME==7H T S
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» MUIZol 2017E ITU ICT ZMX|4(IDI 2017)= 26622 2016 DI UFX|=Ql 2530 H|g| A=

SS9l 142912 SLH2H, OtZE|7t =7t 3871= & 14715 R[S S0 UK

« Y2 X|F0lM= 3572 1389, &8 X|F0lM= 17622 1389, 7I& X|=0M= 2622 15895
XHR[e 71e% HTo|Ael 20| Digst A2z EIHE

H _ofzz[7t 49l W MotZ=e|Zt =2 =7t ICT EHX|= & &%I(2017)
T2 7HEH 2 7kLt IECIROIEE | MUlZ LIO|X|2[of |  ZtH[O}
orz=2|7t=¢ 4 7 9 14 15 16
A =< 93 116 131 142 143 144
IDIX| %= 492 4.05 3.14 2.66 2.60 2.59
[EAX] ITU 'Measuring the Information Society Report 2017, 2017.11
> S
« 20179 7|1FE MUIZQl 4Tzt 712 = 2016'F CHH| 1.6% S7Fet 290,636 2M(ESE
1.83%)= 7|15
O Muid |48 71l = H E5E 30| (2014~2017)

(B2 214, %)

315,000 2.20

310,000 - 2.15

305,000 [ 210

- 2.05

300,000 L 500

295,000 790,636 1.95

290,000 1.90

285,000 [ 1.85

- 1.80

280,000 L s

275,000 - 1.70

270,000 1.65

2014 2015 2016 2017
m—toln|M 4 T HIE

[EH] ITU Statistics DB(2018.6)
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p ERCHIC
« 2017'9 7|1F MUHlZe] BEEEME TS| 4~= 2016\ CHH| 13.67% B7k2F 111,795 2lM(E2E

0.71%)S 7|5%t

J8 MUy |4 22C8ie 715 = 3 EZE 30| (2014~2017)

(SHRL: 21, %)

115,000 0.72
0.71 111,795
\ 71| 690
110,000 :
0.68
105,000 -
0.66
100,000
0.64
95,000 0.62
90,000 0.60

2014 2015 2016 2017

—OEM g TR

[EX] ITU Statistics DB(2018.6)

» Ols=

« 20174 7|E MUIZQ o|sS4! 7HURF 4~ 2016 CHH| 3.77% S7Fsl 2 1,5768F B7IUE
PRKE 7|5

« 0|84 7HUEO] 2014 98.86%011A 2017'H 99.42%2 S7IMCM 2018'H 3 ZHIAS ISPt
QIELl HEE0| 97.2%E AHK|Sh= & ZHFY Al HYO| e K22 O|fX| 1 /US

» Orange Group2| 2Z 212l Sonatel0| 74 & 2HIY MREZUM At =FS St A2 Tigo
Senegall Sudatel2| 2Z BQIQ! Express7t 22t 23%2f 21%2| AIY BRE2 A5t UAZ

« Sonatel2 20163 62 LTE 2IO|MAE 2ISato =M 2018 A7IX| 50%2| Q17 51 R0il= 70%, 10
S0fl= 90%2| 21710l LTESE AISsHoF &
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3 MUl olss4l 7HURt = 8 BE8E 0| (2014~2017)
(EH2L:H,%)

16,000,000 N'ss 15758366 | 100.00
15,500,000 99.50
15 186,485 9.42
14 959, 47
15,000,000 7 - 99.00
98.86
14,500,000 +—14,379,729 98.50
14,000,000 I 98.00
13,500,000 ; 97.50
2014 2015 2016 2017
ARt 4= —HIZE

[EA] ITU Statistics DB(2018.6)

b GTR 5-6%0] £ FH HIET B FAS0| BB DHY CIEU B U 2af0l HX
A

- 0,21% 0,21% 0,20% 0,19% 0,18%
98%
96%
94%
92%
90%
8%
B&%
Ba%
2%
B0%
20174 32 20179 62 2017H 0¥ 20174 122 20184 38
B DHpROIEY ¢y IfHADSLOIE S =IgMH M Y
(2G/3G/4G) UsB (256kbps O|Th

[EX] MulZ 2™YSATAH2018.3)
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1. §HHS A|E 2
NE 7R

> =Z|EHOH AIEO| A2 Hefol HE &% 2440 0f2{2 AHEHO[X|2H MUZE AFEERt0] XX|Sh=
HIESO| Oi? =2 =7t
« Henri Boumy Ciss 288 32 &

E
AL E

.'_
M

2 =ELEo| MEH MUZ W X|QHEQte R Qls|| ZH|, Xiz} O|SA|
OIATE ZHds, 24 ZA| T2 84 X 2 22t B2 52| MH|AE MSShe AFdEHIX7t
0L Ao 2F 4000178 M= U A2 Z mpetEN2s
» 2014 T MA EoF AY GEES 7.9%0|H S&/=0I=E|7H= 84%, HOMEE|7h= 38%2| dEES
==
. OfZ2|7t AJEQ| =2 HEENE =275t 22 AF0IA Of=Z2|7P7} AX[SH= HIZE 5&1
of=Zz|7t IS oSt 2% F=0| X2 AS

-

» QlEUl Bl HHfASH BZE0| 2 MUZS BIXS LIO[X|2|0f, ZEL|FOE=0{A 2015H 715E AlO|H
2lg =7+ 10,000740]| 0|20 of=2|7t L 7R 2 AOIH 2 BN =7t T SiLZ QML R

> MUl ’8—‘?‘—% ICT 20t &7, £3| LIX[EE 2l Cidet Mz L5t Q0| &= & 7+s90|
=2 g ol [E =t |“°| g2 7|tiElE =7t

MUz E2E 2025E7K| CIX|E 20| GDP 7|0&S 10%= BO28Cte SHE
g RE CIX|[E | AL =il gA| 7H, 7|2, 2hSA, ZHRIQ| CIX|E HIEXR S AMH|A
2 7 52 X2 Sk 'CIXIE MUIZ 2025 (Sénégal Numérique 2025) M2k2 =&lsf| 257
Il 6972 ChlE ofIF
MUZ 52l Xfez 2011 203 OFZ2|7F =7 2= B|F2| ICT 21FH|O[E @1 CTIC Dakar?t
M0 3H7E 30071 7| 40| K| ¥S LUACH F 19 7008+ MIZRZ0| FXtE
O HOl= ZHIY W=, MORZ2|7} %[Z20| coworking space, 2| HE7|E WSZ20H =9

S Ui ICT Zofe| MFFAIZ AR2|0fst U

123 Enquéte+, ‘Il y a 400 agences ou plus de sécurité au Sénégal’,2016.6.29
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» Ol2fet Gl CIX|E 7|= 20| 2| XI2|E S119] 51| 216 2014 ITU |R2[0]| 7HRIRRD 2015
OfZ2|7} Q29| CHEZ7I0|At AHE=ZOZ X|™E|0| 2018 ETIK| YRS ahst 0f 124
« 0|2t =] 'of=2|7}t MWL T2 (Nouveau Partenariat pour le Développement de I'Afrique,

=
NEPAD)1252| HESLV|EEES ST &5

> MUIZ ITAIE2 Microsoft, Cisco, IBM 2 IT HIERIT, M B £8M 70| =) UAS
« 2220l WK 7[RI 2KO Senegale= M2 T} AIE{O|M Cisco R Microsoft MCSA and MCSE
I IFES MEstD Qon siE 18 IPHe 221010t QIFIRIOZ 4F 0|Ato| SHS mof

ZgE|D U

AAO
« MHZE2 HERA &H| X|5= 80| =X| 2 =72 H2Eet 7[0| tiz|Ee &2t t= O ES
FAS |2 7|E 2SS BVt 22 22 T7|0e| HIE ™2 Sofl 71y TEshe WS
I8 = US(O: Trend Microt IBM2| &)

b AHZE 2Ot AP ITAfHIA0] AS R G20 AEY HOE OIMEILL ST MLIZ ITAHIA
AR Rl OfEt| BHe R

- HEEOt AFOME 245 HED

O,

A0 Tt 427t KIZMOR S7kstn QoL Azfinrst
AR HEE sEshls dX| %2 4y

] = - =

AE Az U HEE

p 2017 7|E MUZ FEEOH A A2& 4300 He +FECE FH
o AZZEAZ|EF Technaviol| 20153 Xt=1268 28l 20173 A A2E FA Stk 2HAS
TRHom, Ol 2017 B0 MESH= &S F[of| 4302 & A2 E =&E127

> AUHIZe CCTV =8 AMEEE 3o HEO|LE 2|7t LIEHER| 80 e, 2016 7|FE 57.8Et
Ee| R 2 LIEFH28

124 CEISGAA®AD, ‘L’ essor du numerique en Afrique de 1° ouest’ , 2015.11

125 OfZZ|7ICHFC| AtEHO0|D X|EHXQl W Wats DAMSEY| s MUlZ, LIOIX|2|of O|TE, HotE0| FE5H]
HET olZeE|7teigiAL) ST

126 Technavio, Global Information Security Products and Services Market 2015-2019(2015)

127 GDP%t JI71RE SHHTE s3] ARMS A AFe] p#tol W2 GDP HlolelE &&3oH, =7PE GDP A7t
A et LOGH#E Fdtd dsslAiAs AdAstd FHo Agms A dHelelrt s 270 =71
AR GDPoll 7127121 1.09544492562193E #aliAl AkEglor, YAHSQ 06685712345 ALkt Al 5
tloEl7} gl 87 =7kl GDPoll F3l4] +78

128 UN Comtrade DB (2017)
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o T2 AL IVIAE MUZOME S=of 2122 ME 52 72l D|ojgt
r

A
- T
HE2 ST0ILE Z™-A MB0| =52 0lF

E _MNUIZ cav =g U ok=m9 ER/E (2015 vs 2016)

= 2015 2016 "7}E
4= Q1 oH 900 578 -35.8%
st=2o| M8 0.03% 0.00% -

) HS 852580 Television cameras, digital cameras and video camera recorders

[ZX] UN Comtrade DB

lot

2 2 MRt By

0

NS EE R B 2=

> MUZ2 AN HE Bz 4E0| 9l 22Y 7| 4FS A8l AF
o MUZ0fA THOjE|E HEO|R{A Al S20j|= Kaspersky Lab, McAfee, Panda, Trend Micro &
=2 7|9 MEZ0| =0 A

AN

» O| H0= Abus, SPB securite privee, Axis 2| 98 7|# OIL[2t ZKTeco, Hikvision, Dahua
Technology(B3), Nec Xon(2+) S2| OtA[OF 7|Y Ct= TiE

F2 ARt

» Sagam securite Senegal

o MUlZ & Mot=a|Fof A 2E3HE Sagam International 1EAC| HOF HE HOloZ x| A,
WY 25 AA"> & MAF 2Ot MZO|L vig =582 MH|AE XS

« SI0|X]| :http://sagam-intl.com/le-groupe-sagamy/filiales/sagam-securite/sagam-securite-senegal/
Motz © (+221) 33-859-74-00

« 0|2 :sagam@sagam.sn

» Sentrust



http://sagam-intl.com/le-groupe-sagam/filiales/sagam-securite/sagam-securite-senegal/
mailto:sagam@sagam.sn

>,
5. O[3} Al - AU kish s JI=OIEUITISE)

—O_

« 201350 HEE MUIZ 7|z WET| 2

—

of

A 712 3 7[R T TAAME, CIX|E QIS A, HIolE

= O
oI Sof MH|A HE

SH|O|X| : https://sentrust.sn/
« M3HHD (+221)-33-865-24-04

« O|H¥ : sentrust@sentrust.sn

» Visiocontact

« G A 2ot TR SEYHMZ Polycom?| RN Z XIYE

« ZHO|X| : http://www.visiocontact.sn/
o M-S (+221) 33-867-43-42

» Comtel Ingenierie
« =9 Hof, 1P Y OFZ O HIC|IQ ZA|, 3K L 29Ot AE =Q

oF ZH, Hot

Al
—

o

3ol

—

on

« SH|O|X]| : https://www.comtelingenierie.com/
« MatHD 0 (+221) 33- 867-15-15

« O|H[€! : contact@comtelingenierie.com

» La Colombe Groupe
o GIOJE] MIE|, ALO|Hf 2Ot A ZA| MH|A KNS
« SHO|X| : https://colombegroup.com/
« M3 : (+221) 33-821-81-81

« O|H[€! : contact@colombegroup.com



mailto:sentrust@sentrust.sn
http://www.visiocontact.sn/
mailto:contact@colombegroup.com
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> MUIZ2| AtOH HOH ! =HZ| 2 #EF Sl A g2 Chgat &
« Cryptology Law (No. 2008-41) : 2008.8.20. M|

Data Protection Act (No. 2008-12) : 2008.1.25. M|

« Decree on the Application of the Data Protection Act (No.2008-721): 2008.06.30

Electronic Transactions Law (No. 2008-08) : 2008.1.25. H|™

Law Guiding the Information Society (No. 2008-10) : 2008.1.25. XI'd

« Law on Telecommunications Code (No. 2011-01) : 2011.2.24. M|

« Law on Cybercrime (No. 2008-11) : 2008.1.25. XI’§

olo

Ot B1E(Data protection Act)0| 2008 MIHEZ|RA
« & B A|MH2 HO|H M2|, H|o|H A 7Helel #2|, H|o|H E%XrOI OIF, MHlZ & Bz
I

[ot

Z=(Data Protection Authority)2| M2 &2 =XI2

p =7t HEESHMO| 25t S X|A|(Politique de Securite des Systemes d'Information de I'Etat du
Senegal, PSSI-ES) 129

- 71O ICT7|E &8 7100 M2t FE AAHO| B A7 RN 70| HE AAHS

Aol HOt HEZ RAISH| ok &Y HEu HAIZ E5| fls 20173 18 & XA S2E

o &M 7| 2@l HE Hot Q1Y s 2= FGEHAIAHO| Ol Sl JiHof] Hast

HO 2 Hae AR R T X mef off 2 i 8l IR WK|E HIRet 22| 2%, HI0]H

2t 3

A, M, gHld 52 22t 4 =Y N 5= A= &

1

129 ARTP, Instruction presidentielle relative a la politique de securite des systems d'information de [I'Etat du
Senegal(PSSI-ES), 2017.01.03
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» CIX|E M2 T2k 2016-2025(Senegal Numerique 2016-2025)130
« 'CIX|E MUIZ 2025 H2F2 HAHA AtolH H|Z CHHIE flet B=717 |2t E(Infrastructures
Nationales Critiques, INC) XIS, QIE{SIRISHAL LD CHSEICERT) 755, HEXREZ «&E 24t A5

=3
=
AJOIE{=IO U AJOIH{T T2 £ S AlOJb) Ot TR HOHSS TIHN SM29lE 4T US

b AMHIZ ALO|HEQH TPHEF 2022(Strategie nationale de cybersecurite du senegal 2022)131
o 22 MBS MUIZA =l 2014-2018 (Plan Senegal Emergent 2014-2018)' 0| Ho|=l ZX|ALS|H
X REZo| Mo ICT7|&2 HIXS 7|&X TIHE &85/ 2 CIXE MUlZ H=t
2016-2025'= AHEHRH2OY, ICT 7|§ 28 710l WE Ao th33tAL 2018 58 & TEE
xHEHol'
- MUZ FRe & TER| HdAls 6l 3T MmEZY ojyel oits HEY ofFo|H =7t
O 3

=
AOJEHEQFE ML CERT HEIE fBH 2 & 99 50002 Mm=2s FARe 7=

130 Strategie Senegal Numerique 2016-2025, 2016.10
131 Strategie nationale de cybersecurite du senegal 2022), 2018.05
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ot 51 | Auep| s wa T S BT AL
O DDoDHEOo = =
G oot ol |- CIXIE #Z g S8t CXE Nzle HDE el
T & of o =
. IPv4O| A IPv6RO| M3t 2t2
=9 R4 Y o
CERT/CSIRT E, & T S A Al =2 A0
MRS | HUNMOIT BEXQ b HOb 4 U x4 BJ U B m8
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p HSAMIE(Autorité de Régulation des Télécommunications et des Postes, ARTP)
« 2011 23 242 MEE HESAHO 7oty s S YRo| 4T, & Aol Cheh Xk,
=1 le)

X-”OI_I-_II- 7I-O % 7|hJ‘|_|. _A_IC-’I7=|XH_FILOI: A

=
= =T T =L o

| EAAQIXF STFY HIX|, EAIQE 2|,

HHY
Fhl, E0Q Sof 2| SO A4 8 ME 7|sE HEdoke 7|2

> MUlZ CRT
« ITU-IMPACTE MlU[Z CIRT ZE= ?Iet B7tS 2=t sS4 CrRT7E EEX|E B
LHESAEIL Z7F ART 757 Z2MEE Tl SO[Lt =Em X|AHE|:0 QUX|TH ALO[HEE HEF
20220l X CERT =g 20183 12€7IX| &tgg Azl

» ALO|HHZ|CHSE40JTHBSLC, Brigade Spéciale de Lutte contre la Cybercriminalité)
o« LYFE LY AO|HHZ|CHS S04 Tt : 20131 MEIE AUIZ2| AfO[HEQH S Hix| oA ISXEIo=

CIXIE SHEM Y HIAE, [ 50| 9 =

T2 YT CRIE 8 AL AYI2 7 ISXIR, = 3 =2otV[Ee| 83 T, AOIHEZIMS

,
X1t #e 59

[

%a
%
o 1
on

» HOIEE 22| R2|(Commission de protection des données personnelles, CDP)
. 2008 1€ 25%I HEE 7HAIEEESHOf| 2|3 BEE SEHAT7|ZH=M J4el HE| 4,

AR F<s gl mRlo| MM HEEZ cict

= Oo

» =7PHE7|&=(Agence de l'information de I'Etat, ADIE)
« 2004\ HPAEX} CIX| S, MAPYE H2k HEQT Qlmet AY, 841 X Fe7|s U

Al S Al 2Al SA S BY

o
40
%

3. Al o QIBHE

> MUIZ R KRS T AIAH> 21

- MU 5= 4 SOlE 2SS ?I =7HSStE 208 Z3) AO[H Eot Zaf| it =7IAHAC)|
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O0|™A| = SHERO| HMEIL AA-E ERStD UK %S

NulZ G2 KHo| Hot HE 2

« JUIZ HEE 2Ot HFE 25 SAXOZ 501 1B S 2ot B7HES R 20F 3 Ao Eot
S BERctn UX| %S

x2 @M Fg AU o|fF

20173 73 APRIZE L AO|H| Eot= AX|

« NOZ2|7Io A= TZELCIROIZ L2 NY[Z HEE= At ZE Lo AO|H EQt=2 X[

7| Aol 2ot B Q13 932 387t Hi= 298 S HIKIH2D 24A|2H YA 2

Hob 2ol S ol

) %3H AfOH

A

7b=
10

MUZE =2 R E A AO|HEQH Bl FEESO| 2ot 245 23, HHHL, EED| SO
NEl= & HEED 2 HEf Q1AL Mo TS ER/0| E2| MX| 12 QoM Ato|H ot
A PE Ho 2 I YASES FA6HH U 20z YTSE s HE EF0t US
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