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1) Experian, What'’s the Difference Between Phishing, Smishing and Vishing?, 2022.3.20.
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3) Spacelift, Top 54 Phishing Attack Statistics & Latest Trends for 2024, 2024.8.6.
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6) Bank of America, Five tips to help avoid smishing scams(2024.8.17. @M|A: https://business.bofa.com/en
-us/content/what-is—smishing—how-to-prevent-it.html#1)
Heimdal, There Is an Increase in Smishing Attacks, FCC Warns, 2023.10.19
7) FCC, FCC ADOPTS ITS FIRST RULES FOCUSED ON SCAM TEXTING, 2023.3.16
8) Gartner, The Future of Sales Follow-Ups: Text Messages, 2019.10.4
9) IBM, What is smishing (SMS phishing)?, 2024.6.10
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or browse recovery steps
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IdentityTheft.gov can help you report and recover from identity theft.

HERE'S HOW IT WORKS:

Tell us what happened.

Get a recovery plan. Put your plan inte action.

It you create an account. we'll walk you
through each recovery step, update your

We'll ask some questions about your We'll use that Info to create a personal
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36) https://www.gov.uk/government/collections/hmrc—phishing-and-scams-detailed—information

37) https://www.cps.gov.uk/legal-guidance/computer-misuse-act

38) Section 2: Unauthorised access with intent to commit or facilitate commission of further offences,
Computer Misuse Act 1990
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39) Section 3: Unauthorised Acts with intent to impair, or with recklessness as to impairing the operation of
a computer, Computer Misuse Act 1990

40) https://www.legislation.gov.uk/ukpga/2006/35/contents

41) https://www.ofcom.org.uk/phones—-and-broadband/accessibility/general-conditions—of-entitlement/
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42) BBC, Ofcom asks phone networks to block foreign scam calls, 2021.10.25.
43) Phishing Tackle, Phishing Tackle introduce world’s first simulated smishing-as—a-service, 2021.10
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48) https://www.bsi.bund.de/EN/Themen/Verbraucherinnen-und-Verbraucher/Cyber-Sicherheitslage/Met
hoden-der-Cyber-Kriminalitaet/Spam-Phishing—Co/spam-phishing—co_node.html

49) https://www.bafin.de/EN/Verbraucher/Finanzbetrug/Datendiebstahl/datendiebstahl_node_en.html
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53) Identity Week, German BSI joins FIDO Alliance, 2015.10.16
54) https://fidoalliance.org/certification/
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* BBC, Ofcom asks phone networks to block foreign scam calls, 2021.10.25.

* Bolster, 2024 State of Phishing & Online Scams: Statistics, Facts, Trends &
Recommendations, 2024.3.12.

* CISA, Phishing Guidance: Stopping the Attack Cycle at Phase One, 2023.10.18.

* EOS-EU, Recommendations on the Future of Security Research Towards Framework
Programme 9

* EU, Communication from the Commission to the European Parliament, the Council, the
European Economic and Social Committee and the Committee of the Regions on fighting
spam, spyware and malicious software, 2006.11

* Experian, What’s the Difference Between Phishing, Smishing and Vishing?, 2022.3.20.

* FCC, Targeting and Eliminating Unlawful Text Messages Report and Order and Further
Notice of Proposed Rulemaking, 2023.3.17.

* Gartner, The Future of Sales Follow-Ups: Text Messages, 2019.10.4.

* |dentity Week, German BSI joins FIDO Alliance, 2015.10.16.

* Phishing Tackle, Phishing Tackle introduce world’s first simulated smishing-as—-a—service,
2021.10

* Proofpoint, 2024 State of the Phish, 2024

* Spacelift, Top 54 Phishing Attack Statistics & Latest Trends for 2024, 2024.8.6.

* TSL Magazine, AEF7IEIZILZECIF?BENREARDZITE < REDHE - EREFIDMEH,
2020.1.14.

* UK Home Office, Fraud Strategy: stopping scams and protecting the public, 2023.5

o ARE, PERLARBKABECL2E TR 2RRIFEITHNEPERL RiED), 2024.06.25.

o ERBMR, “EARVEMEZ BHBHEREMLVELR, 2023.06.21.

o RUW, BERREEBE"VEHEHERKM, 2024.03.17.
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* https://business.bofa.com/en-us/content/what-is—smishing—how-to-prevent-it.html#1

* https://ironscales.com/guides/phishing—prevention/smishing-vs—phishing

* https://www.antiphishing.jp/

* https://www.bafin.de/EN/Verbraucher/Finanzbetrug/Datendiebstahl/datendiebstahl_node_en.html
* https://www.bsi.bund.de/EN/Themen/Verbraucherinnen—und-Verbraucher/Cyber-Sicherheit
slage/Methoden—der-Cyber-Kriminalitaet/Spam-Phishing—Co/spam-phishing-co_node.html

* https://www.cps.gov.uk/legal-guidance/computer-misuse-act

* https://www.fcc.gov/call-authentication

* https://www.fcc.gov/general/frauds—scams—and-alerts—guides

* https://www.ftc.gov/business—guidance/small-businesses/cybersecurity/phishing

* https://www.ftc.gov/news-events/news/press-releases/2024/02/ftc-proposes—new-pro
tections—combat—ai—impersonation—individuals

* https://www.gesetze-im-internet.de/stgb/

* https://www.gov.uk/government/collections/hmrc—phishing—and—-scams-detailed-information

* https://www.legislation.gov.uk/ukpga/2006/35/contents

* https://www.ncsc.gov.uk/collection/phishing-scams

* https://www.npa.go.jp/bureau/cyber/countermeasures/phishing.html

* https://www.ofcom.org.uk/phones—and-broadband/accessibility/general-conditions-of-e

ntitlement/
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